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FEATURED Q&A

POLITICAL

U.S. to Send 
Mexico Additional 
Vaccine Doses
The United States will send Mex-
ico additional Covid-19 vaccine 
doses, the White House said. The 
announcement followed a call be-
tween U.S. Vice President Kamala 
Harris and Mexican President 
Andrés Manuel López Obrador.
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BUSINESS

BTG Pactual  
Posts 74% Rise  
in Profit for Q2
Brazilian investment bank BTG 
Pactual today posted recurring net 
income for the second quarter of 
$328.48 million, a 74 percent rise 
year-on-year.
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ECONOMIC

Argentine Gov’t 
Launches Youth 
Jobs Program
The government of Argentine 
President Alberto Fernández on 
Monday launched the second 
phase of a plan that seeks to 
train 60,000 youths in computer 
programming.
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Why Was Mexico’s 
Government  
Using Spyware?

Before current Mexican President Andrés Manuel López Obrador took office, Mexico’s govern-
ment reportedly used malware called Pegasus to spy on journalists, human rights lawyers and 
others.  // File Photo: pxfuel.com. 

Fernández  //  File Photo: Argentine 
Government.

Continued on page 3 

Q Mexico is among the countries where a spyware technology 
known as Pegasus was most widely used, with some 15,000 
targeted individuals including journalists, activists, union 
representatives and government critics, according to a list 

released July 25 by an international consortium of researchers. How 
prevalent is the use of surveillance technologies by Mexico’s govern-
ment, and what is the gathered information used for? What are the most 
significant implications of the use of such technologies, including for 
data privacy, freedom of the press and democracy more broadly? What 
can the Mexican government and other actors do to address these 
issues, enhance cybersecurity and prevent future administrations from 
using malware to spy on its critics?

A Gerónimo Gutiérrez Fernández, senior advisor at Covington 
& Burling and former Mexican ambassador to the United 
States: “It is hard to think that the Mexican government can 
successfully address the different security challenges it faces 

without the capacity to intercept communications. The problem seems to 
me is a lack of transparency on the agencies that have access to these 
technologies and accountability on how they use them. In my experience, 
civil and military intelligence agencies, as well as the attorney general’s 
office, have had access, and they should probably continue to do so. Yet, 
the rules and procedures have not been all that clear, beyond what is 
established in the National Security Law (NSL). With the appropriate legal 
and operational control standards, we can probably make their use less 
of a taboo—as it is now—as well as more transparent and more efficient. 

TODAY’S  NEWS
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NEWS BRIEFS

Nicaragua Recalls  
Ambassadors as Ortega 
Continues Crackdown 
Nicaragua has recalled its ambassadors to 
Mexico, Argentina, Colombia and Costa Rica 
for “consultations,” the Nicaraguan government 
said on Monday, Reuters reported. The move 
comes in response to similar action by the four 
countries against Nicaragua, the government 
of President Daniel Ortega said in a statement. 
Mexico, Argentina and Colombia recently re-
called their ambassadors amid a crackdown on 
opposition by the Ortega administration, while 
Costa Rica did so several weeks ago, the wire 
service reported.

Peru Can Hike Mining 
Taxes Without Affecting 
Competitiveness: Francke 
Peru’s government can increase mining taxes 
without affecting competitiveness in the 
sector, Finance Minister Pedro Francke told 
Reuters Monday in an interview. The country’s 
government depends heavily on mining taxes, 
and left-wing President Pedro Castillo has 
promised to implement more social programs. 
“We will keep to a declining path for the fiscal 
deficit over time that will keep a debt ceiling at 
a pretty reasonable level,” Francke said.

BHP, La Escondida  
Workers Extend Talks  
in Effort to Avoid Strike 
BHP Group and its employees at the La Escon-
dida copper mine in Chile said on Monday that 
they would extend government-mediated con-
tract negotiations by a day in the company’s 
last effort to avoid a strike, Reuters reported. 
The two parties failed to come to an agreement 
in previous talks, and the union representing 
workers at Escondida rejected BHP’s final offer, 
instead voting in favor of going on a lengthy 
strike if they cannot reach a deal in the last-
ditch talks.

POLITICAL NEWS

U.S. to Send Mexico 
Additional Doses of 
Covid-19 Vaccines 
The United States will send Mexico additional 
doses of Covid-19 vaccines, the White House 
announced Monday, following a call between 
U.S. Vice President Kamala Harris and Mexican 
President Andrés Manuel López Obrador, 
The Hill reported. “President López Obrador 
thanked the United States for assistance in 
combating the Covid-19 epidemic, including 
over 4 million vaccines that have already been 
delivered. Vice President Harris was pleased 
to share the U.S. government is committed to 
sending additional doses of vaccine to Mexico,” 
the White House said in a statement. López Ob-
rador said earlier on Monday that he would ask 
the United States for at least 3.5 million doses 
of Covid-19 vaccines as the country faces a 
new wave of infections, the Associated Press 
reported. The statement from the White House 
did not say how many doses the United States 
would send to Mexico, but Bloomberg News 
reported that the United States would send 
Mexico doses of the AstraZeneca and Moderna 
shots. The Moderna vaccine has not yet been 
approved in Mexico, but officials expect that 
approval soon, Bloomberg News reported. In 
addition to discussing the pandemic, Harris 
and López Obrador also talked about migration 
and the need to strengthen the economies 
of Central America through investments in 
climate resilience and agriculture, the White 
House said, Reuters reported. Before their call, 
López Obrador also said he wanted to discuss 
with Harris a reopening of the countries’ shared 
border.

Haitian Judge Tapped 
to Oversee Moïse  
Assassination Case 
A justice official in Haiti said Monday that 
he has selected Judge Mathieu Chanlatte 

to oversee the case of the assassination 
of President Jovenel Moïse last month, the 
Associated Press reported. Chanlatte will lead 
the proceedings on the case, said Magistrate 
Bernard Saint-Vil, who is dean of the Court of 
First Instance in Port-au-Prince. “The judge is 
very competent,” Saint-Vil said. The AP could 
not immediately reach Chanlatte for comment. 
Saint-Vil said he had requested additional 
security measures as he prepared to select 
a judge for the case after receiving death 
threats. “I ask that the Haitian state guarantee 
the safety of [Chanlatte] so that he can do his 
work in accordance with the standards,” said 
Haitian attorney Steevens Rosemond, who is 
not involved in the murder case. More than 40 
people have been arrested in connection with 
the assassination, including 18 former Colom-
bian soldiers and 20 Haitian police officers. 
In recent interviews with The New York Times, 
Prime Minister Ariel Henry, who took over as 
the country’s acting president on July 20, and 
Martine, Moïse’s widow, expressed concerns 
over the mastermind still being at large. “I think 
there were a lot of people involved; there were 
people with access to a lot of money,” Henry 
said in the interview. “The people they have 
accused up until now, I don’t see that they have 
the capacity, the web, to do it,” he added. 

ECONOMIC NEWS

Argentina Launches  
Second Phase of 
Youth Jobs Plan 
Argentina’s government on Monday launched 
the second phase of its Argentina Programs 
plan, which seeks to provide training in com-
puter programming to 60,000 young people 
by the end of the year, EFE reported. The plan 
aims to create 100,000 jobs in the industry, ac-
cording to La Nación. “We need all of the young 
people to be able to live the lives that we want,” 
President Alberto Fernández said in announc-
ing the second phase of the plan. “The plans 
that we present have to do with that. We need 
to make programmers,” Página 12 reported. In 
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late July, Argentina’s government also launched 
the “I Add You” program, which has the goal 
of adding 50,000 young people between the 
ages of 18 and 24 to Argentina’s work force, 
EFE reported. Argentina’s government has fo-
cused on youth employment programs, saying 
young people are among the populations that 
Covid-19 has most affected.

BUSINESS NEWS 

Brazil’s BTG Pactual  
Posts 74% Rise  
in Profit for Q2
Brazilian investment bank Banco PTG Pactual 
on Tuesday posted recurring net income of 
1.719 billion reais ($328.48 million) in the sec-
ond quarter, 74 percent higher than the same 
period a year ago, Reuters reported. Revenue 
reached 3.771 billion reais, up 52 percent from 
a year earlier, with lending, investment banking 
and asset management fees driving the 
growth. Meanwhile, net revenue for its wealth 
and asset management units came at 98 billion 
reais in the three-month period, boosted by the 
bank’s digital broker, known as BTG Pactual 
digital. While brick-and-mortar lenders in Brazil 
struggle amid heightened competition with 
financial start-ups, units in BTG are up approx-
imately 34 percent as the lender focuses on a 
less costly digital retail bank, the wire service 
reported. BTG’s return on equity was 21.6 per-
cent in the second quarter, a 4.1 percent jump 
from a year ago. Brazil’s largest banks have 
been reporting strong performances in the sec-
ond quarter as the economy began to pick up 
this year. Last week, Brazil’s Itaú Unibanco, the 
country’s largest lender, and Banco Bradesco, 
the country’s second-biggest private-sector 
bank, posted recurring net income of $1.26 
billion and $1.22 billion, approximately 55 per-
cent and 63 percent higher than the previous 
year, respectively. Despite Bradesco’s solid 
performance, its insurance unit took a hit as 
the country experienced a harsh second wave 
of Covid-19, Reuters reported.

To be sure, the illegal use of spyware by 
anybody and especially by government agen-
cies should be prosecuted and punished. 
Two tracks to work on could be: fleshing 
out from the NSL the specific guidelines 
and procedures for the acquisition and use 
of these technologies in a way that is agile 
but accountable, and setting congressional 
oversight procedures by the Bicameral 
Commission on National Security, under the 
appropriate security-clearance standards.”

A Gabriela Hadid, principal for 
investments at Luminate: “The 
Pegasus Project revelations 
continue to paint a grim picture 

for the civic space in Mexico, with nearly 
one-third of all mobile numbers identified 
belonging to civic activists, journalists and 
politicians in the country between 2016 
and 2017. While political espionage is not 
new, these revelations confront us with the 
complexity of technology usage as a tool for 
exercising censorship and deepening state 
control mechanisms, with governments 
hiding behind national security to whitewash 
surveillance abuses. These violations of the 
right to privacy also evidence the real-world 
harm caused by surveillance that does not 
meet the test of necessity, proportionality 
and legitimate aim outlined in international 
law. In the face of inadequate safeguards, 
spyware technologies have a chilling effect 
on human rights defenders and independent 
reporters and discourage candidates from 
seeking office, representing a serious threat 
to democratic institutions. Despite a four-
year ongoing investigation by the Mexican 
attorney general’s office and persistent pres-
sure from civil society organizations, there 
has not been sufficient progress to modify 
existing legal frameworks to guarantee 
transparency, accountability and oversight in 
the acquisition and deployment of surveil-
lance technologies. During this time, the 
country has also ramped up the deployment 
of facial recognition technologies, approved 
a massive biometric database of mobile 

phone users and proposed ‘fake news’ bills 
that threaten freedom of expression. It is 
now high time for unlawful surveillance to 
be answered with immediate responsibility, 
remedy and reform to protect and uphold a 
thriving civic space in Mexico.”

A Vladimir Cortés, digital rights 
program officer at Article 19 
Mexico and Central Ameri-
ca: “The use of surveillance 

technologies prevails in Mexico. President 
López Obrador confirmed the use of another 
type of surveillance technology ‘to carry 
out intelligence work.’ Even though the 
government denies the use of the malware 
Pegasus, there is a strong need to create a 
legal framework that guarantees transparen-
cy, accountability and protection of human 
rights. Spying with highly intrusive technol-
ogies, which turn mobile phones into digital 
pocket spies, has a serious and grave impact 
on journalistic work, privacy and freedom of 
expression. It has a chilling effect on people 
who know they are being watched and 
pushes them to self-censor. Surveillance has 
an impact on silencing dissent, punishing 
criticism and the provision of indepen-
dent information, particularly sources of 
that information. The loser is not only the 
journalist but also society. The Mexican 
state has the responsibility today to shed 
light on the abusive, illegal and arbitrary use 
of Pegasus against journalists, activists, 
human rights defenders and other members 
of civil society. It must comply with the 
commitment on democratic controls for the 
interception of private communications as 
a part of the fourth action plan of the Open 
Government Partnership (OGP). The Mexican 
state should join in declaring an immediate 
moratorium on the export, sale, transfer and 
use of surveillance technology until there 
is a framework for the protection of human 
rights. Also, Mexico’s attorney general has 
the responsibility to end impunity, clarify the 
facts and punish those responsible, and also 
guarantee access to justice for the victims 

FEATURED Q&A  /   Continued from page 1

Continued on page 4 
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who denounced the interception of their 
communications. The ongoing investigation 
can be supported also by international tech-
nical assistance. Other state institutions, 
such as the Ministry of National Defense, 
should provide information on contracts to 
acquire malware Pegasus.”

A R. Evan Ellis, Latin America 
research professor at the U.S. 
Army War College’s Strate-
gic Studies Institute: “Of the 

thousands of phone numbers leaked from 
Pegasus, believed to be possible espionage 
objectives, approximately 700 were in Mex-
ico, making the country one of the largest 
targets. Mexico was one of the first govern-
ments to buy Pegasus, in 2011. The software 
is believed to have been used by its Defense 
Ministry, the attorney general’s office and 
former intelligence service CISEN (among 
others) during the terms of Felipe Calderón 
and Enrique Peña Nieto. The extent of Peg-
asus’ use in Mexico is not clear, except that 
it appears that 25 Mexican journalists were 
targeted over at least one two-week period, 
and that now-President Andrés Manuel 
López Obrador may have been an object of 
interest. The ability of Pegasus to install 
itself through weaknesses in a broad range 
of social media and other installed software, 

without needing action by the user, suggests 
this problem is just beginning. The number 
of apps installed on smartphones alone 
guarantees that patches to all software 
will not keep up with vulnerabilities; there 
will always be something in some installed 
software to exploit. The future risk is not 
just one Israeli firm helping governments to 

spy on opposition journalists, activists and 
politicians, but nonstate developers selling 
such software to criminal groups to help 
them rob businesses, eliminate opponents 
and compromise government officials. Even 
more worrisome is the risk of well-resourced 
states such as China exploiting backdoors 
of their own companies’ hardware and soft-
ware to gain information, commercial data 
and leverage over political and commercial 
actors on a global scale.”

The Advisor welcomes comments on its Q&A 
section. Readers can write editor Gene Kuleta 
at gkuleta@thedialogue.org.

There will always  
be something in  
some installed soft-
ware to exploit.”

— R. Evan Ellis
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